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Defence: "Resistance against danger, attack, or harm; protection"
(http://www.thefreedictionary.com/defence)
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Top IT Threats

The Gartner ) Yth Annual IT Security Summit of Y+ +7 recently concluded
after covering such security topics as IT risk, advanced hacking and security
solutions. The top six threats identified as having "potential to inflict
significant damage on businesses; are:

Cyberattacks with a Financial Motive
Identity Theft

Spyware

Social Engineering

Viruses

Rootkits

These threats are hardly atypical occurrences to IT professionals;
rather, they are representative of a compounding of malicious
knowledge, skill and intent. Gartner’s agenda hyped the mere
seconds it takes for unprotected network devices to be compromised,
a feat made easier by the general lack of security attributed to
systems in their default modes. The summit further "predicts more
trouble with rootkits over the next five to )+ years" as they will
nrovide the foundation for concealine hacker’s tracks.
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Soft Power and Public Diplomacy in the 21 Century

British Council Parliamentary Lecture
20 January 2010

Opening Comments

Martin Davidson
Chief Executive, British Council

Lord Corbett of Castle Vale 20 January 2010

Professor, | need your help. | take an interest in Iran. This is a theocracy, which books no
opposition, murders demonstrators, imprisons them without charge or trial, and bans
contact with organisations like the BBC and a range of others. It has a young population,
which is one of the most well-educated in the world, who thirst for freedom. How can soft
power influence those young Iranians who want an end to this dictatorship, and who want
democratic change?

Professor Joseph Nye

The answer is obvious in the behaviour of young Iranians themselves. In the past three
decades, the ruling theocracy has not been able to stress these demands that we saw
demonstrated on the streets of Tehran. That, to me, is a very important dimension of what
is going on. | worry that if we misuse hard power and alienate that younger generation,
we may set back the changes. Atthe moment the changes, for the long term, are going in
the right direction. It will become very hard for the current regime to keep its legitimacy
and it will have to use more and more reliance on force. Eventually, | believe that regime
will change. If we drive the younger generation into the arms of that regime through
nationalistic reactions to our actions, then we may set back our own long-term interests as
well as the interests of those young Iranians.
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Biological warfare: (BW), also known as germ warfare, is the deliberate use of
disease-causing biological agents such as dumb, intelligent sedatives, tranquilizers
(with delayed release pediatric doses for non lethal/fatal fallout) protozoa, fungi,
bacteria, protists, or viruses, to kill or incapacitate humans, other animals or
plants. Biological weapons (often referred to as bioweapons) are living organisms
or replicating entities (virus) that reproduce or replicate within their host victims.
(http://en.wikipedia.org/wiki/Biological _warfare)
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Biological Sensors

Biological Sensor Technology Overview

Sensing . Transition from
Mechanisms - Science to

Seiiast Engineering

Devices

Sensor
Sensor % Systems

Needs Measurement &
Information Control Sy stem
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Agents of Biological Warfare

¢ Bacterial Agents ¢ Viruses

= Anthrax = Smallpox

= Brucellosis = VEE

= Cholera = VHF

= Plague » Biological Toxins
(Pneumonic) = Botulinum

= Tularemia = Staph Entero-B
= Q Fever = Ricin

= T-2 Mycotoxins

Source: US, AMALLD

c) 2004 Susan Hadley M.D.
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Chemical/Biological Sensor Probes

Development of chemical and biological sensor probes
includes:

» Polymer/Dye for the Detection of Volatile Compounds in Vapor

Phase, Aqueous Phase and Breath at Parts-per-trillion to Parts-

per-million Levels.

Aptamers for Profiling of Liver Metabolites

Fluorescence Resonance Energy Transfer (FRET) Aptamers for

Proteins

» Molecular Imprinted Polymers for Environmental
Contaminants, such as Herbicides

VY V

Tl 5 (S5 sm Jols godiomin (5Uapimes I (5145 g

Electronic
System Data
Aquisition

F— wem

SSDL Flow Cell

" http://www.arcova.net/Research.htm
. http://www.arcova.net/Research.htm
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Agents of Biological Warfare

¢ Characteristics of
ideal BW agent

» Environmental
survival

» Widely spread
before detection

> Highly lethal

(¢) 2004, Susan Hadley, M.D.
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' Reference

. Biological Defence: Procedures involved in taking defensive measures against
attacks using biological agents. (http://www.lexic.us/definition-
of /biological_defence), Also:

Biological defence refers to procedures and technologies employed to prevent and
combat the use of biological weapons to attack civilian or military populations.
(http://medical-dictionary.thefreedictionary.com/Biological+war)
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FOREWORD BY JUDITH MILLER, NEW YORK TIMES

AND ALAM P, ZELICOFF
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INSIDE THE
SOVIET/RUSSIAN
BEIOLOGICAL
WAR MACHINE

IGOR V. DOMARADSKIJ
& WENDY ORENT

BIOLOGICAL WEAPONS
AND AMERIEA'S
SECRET !
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CHEMICAL, BIOLOGICAL
AND NUCLEAR TERRORISM/WARFARE
A BIBLIOGRAPHY

%@\ e

Compiled by
Greta E. Marlatt

With thanks to
Candice Boerlage
and Glen Koué

Dudley Knox Library
Naval Postgraduate School
Revised and Updated
September 2003

This Bibliography is also available at
http:/flibrary.nps.navy.millhome/bibs/chemtoc.htm
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ARMY, MARINE CORPS, NAVY, AIR FORCE

MULTISERVICE
TACTICS,
TECHNIQUES, AND
PROCEDURES
FOR
CHEMICAL,
BIOLOGICAL,
RADIOLOGICAL,
AND NUCLEAR
CONTAMINATION
AVOIDANCE

FM 3-11.3
MCWP 3-37.2A
NTTP 3-11.25

AFTTP(1) 3-2.56

FEBRUARY 2006

ISTRIBUTIGN RESTRICTION:

MULTISERVICE TACTICS, TECHNIQUES, AND PROCEDURES

E

www.fas.org/irp/doddir/army/fim - 1-Y.pdf
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ASSESSING THE BIOLOGICAL WEAPONS
AND BIOTERRORISM THREAT

Milton Leitenberg

www.strategicstudiesinstitute.army
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BRITISH-NORTH AMERICAN COMMITTEE

CYBER ATTACK:

A RISK MANAGEMENT PRIMER
FOR CEOs AND DIRECTORS

CRS Report for Congress

Received through the CRS Web

The Economic Impact of Cyber-Attacks

Brian Cashell, William D. Jackson, Mark Jickling, and Baird Webel
overnment and Finance Division
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POWER

THE MBANS

TO SUCCESS
IN WORLD
POLITICS

JOSEPH S. NYE, Jr.

g

www.chathamhouse.org. uk
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Dealing With Today's.
Asymmetric Threat
to U.S. and Global Security

Soft Power
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http://asymmetricthreat.net/
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Information Technology
Sector Baseline Risk
Assessment
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Risk Management Guide for
Information Technology Systems

Recommendations of the National Institute of
Standards and Technology

Gary Stonebumer, Alice Goguen, and Alexis Feringa
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